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Overview

DHS has been migrating distributed applications from an older, unsupported Citrix farm to a
newer version that offers improved security via the Windows Active Directory model.

The purpose of this document is to provide procedural guidance to enable users to access the
FamilyNet application suite, consisting of IRIS, ORCHIDS, and TWIST, on the newer Citrix
platform.
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Accessing FamilyNet Applications the New Way

Previously, users accessed FamilyNet applications via a Citrix ICA file that was distributed to them
with a desktop icon.

From now on, users will access FamilyNet applications in a web browser via a security portal page
that will direct them to the new Citrix server farm. There will be a new desktop icon, but users will
be unable to access the application without first authenticating through the web page.

First time users — Follow instructions in Appendix A on Page 11

With many different combinations of hardware, browsers, and other software in use, there are
numerous set-up and configuration scenarios that may be encountered the first time a person tries
to connect. For the initial connection, follow instructions in Appendix A and
troubleshoot by referring to known issues covered in Appendix B.

What follows here is the main process for connecting once set-up is complete.

After first access — The FamilyNet Web Access deskt  op icon
Locate the FamilyNet Web Access desktop icon and double-click to enter the FamilyNet Citrix site:

Citrix XenApp - Logaon
https:/fdhs. aregon.gov /Citrix fXenApp fauth login. aspx

If the desktop icon setup procedures were not followed, the user can access FamilyNet via a web
browser. The URL to use is https://dhs.oregon.gov/Citrix/XenApp/auth/login.aspx
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The security portal page will be presented. Click the “I agree” button to continue:

"3 Citrioc XenApp - Oregon Department of Human Services - Microsoft Internet Explorer

| File Edit View Favorites Tools Help

J Q . > ) E 2 : ) : &

Badk Farmard Stop Refresh Home Search Favorites History

] Address |@j https: //dhs. oregon. gov/CitrixXenApp /auth/preLoginMeszage, aspx

NDHS

Oregon Department of Human Services

By dlicking the I agree button, vou state that you are authorized to access this system, Use of Oregon Department of
Human Services systems are monitored and logged. Individuals using this computer system without authority or in excess
of their authority are subject to being prosecuted under ORS 164,377, Titde 18 USC 2511 and,for any other applicable
state or federal law.

For DHS Employees:

By dlicking the I agree button, you also state that you have read, followed and filled out all applicable forms located

here:
Palicy: http: fiwww.dhs. state or.us/policy fadminfhr /060 026.pdf
Procedures: hitp: {fwww.dhs. state.or.uspolicy fadmin/r /060 026 01.pdf

Call (503} 945-5623 for additional assistance,
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The new Citrix (Active Directory) logon screen will be presented:
File Edit \View Favorites Tools Help

|
i Q@ . © . B B :- ‘ & | -
|

Back Stop Refresh Home Search Favorites History

Preferences

Oregon Department of Human Services

Remote Access Portal

I 1001039

Low Graphics

pextment of Human Semvices - Senvios Desk |

Enter your Active Directory logon ID and password, and click the “Log On” button.
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Citrix Application Menu Window

Once successfully logged on, the user should see a Citrix window containing icons for his/her
authorized FamilyNet applications and environments similar to this one, which shows typical
FamilyNet (Production) access:

"; Citrix XenApp - Applications - Microsoft Internet Explorer

‘ File Edit \iew Favorites Tools Help

J@,_;-_.ﬂ@:

Back Forward Stop Refresh Home

] Address |@ https: f{dhs.oregon. gov/Citrix XenApp,site /default. aspx?MFuse_Current

Logged on as: P1001039

Applications

Main

FamilyMet
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Citrix Application Launch

A single click on the application icon will launch it:

e

s e i =
| 8 . ERE ¥ | e
| Badk top Refresh Home Search Favorites History Mai

Logged on as: P1001039

Preferences «

Applications

Main

L]
L CiTRIX'

Loading your personal settings. .,

Depariment of Human Serac

E;E._-‘Ts-ﬁur_ﬁ:di:—f;lauﬁéﬁer.aspx-?NF_use__.ﬁ.pplicaﬁon =Ei-t_'i-x_.l‘~'1P5..-5.|:||:|.DHS-Citrix.Familwgﬁ-ﬁuse_ﬁ&n= 35

3=fbbi524355585a02 204168083 (s=

st MO B OB @mwed S wEEE I | &c r|En Bulws|Tn[gs
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FamilyNet Application Security
The familiar FamilyNet security logon window should appear:

Elcome To FamilyNek

STATE OF OREcoN

User ID: 1001039 M

Password: I Y

Change Paszword | (] I Cancel

If it is pre-populated with the user’s Active Directory logon ID, clear that and log on with the user’s
existing FamilyNet ID and password (normal TWIST user ID and password has not changed):

B . |

STATE OF OREGoN

Liser ID:IjasI:rue

Password: I- . -----l

FamilyNet

2003-03-03 Change Pazsword | | K, L’\,?I Cancel |

I —

At this point, the user should be able to use his/her FamilyNet applications as before.

Once in FamilyNet, you may close the Internet Explorer window and still continue to work.
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Appendix A - Making the First Connection to FamilyNet thru the
Web

Getting Started- Prior to first access

A browser security setting needs to be in place in order to use a Citrix ActiveX object and avoid
service denial to the application page. Instructions to achieve this in Microsoft Internet Explorer 6
are as follows:

Citrix Security Alert / ActiveX Control

A browser security setting needs to be made in order to avoid service denial to the application page.
A Citrix ActiveX object is in place to validate the security setting, which can also trigger a browser
security event if ActiveX is turned off. The way to get around it is to define the Citrix URL domain
in the list of Trusted Sites.

Instructions to achieve that in Microsoft Internet Explorer 6 are as follows:

1. Select Tools + Internet Options...:

"; Citrix XenApp - Oregon Department of Human Services - Microsoft Internet Explorer

| Fle Edit View Favorites | Tools Help

"

Q . Mail and Mews r _
J Home Search

Back T ot Pop-up Blocker »

Manage Add-ons...
Synchronize...
Windows Update

I Address |@ https: /{idhs. oregon.c hginMessage, aspx

Movell Messenger
Sun Java Console

Internet Options...

Local intranet  IMEGS G Restricted
sites

Trusted sites

This zone contains Web sites that you Sies
trust not to damage your computer or —
data.
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3. Enter “https://dhs.oregon.gov/” in the “Add this Web site to the zone:” field and click the
Add button:

‘fou can add and remove Web sites from this zone. All Web sites
in this zone will use the zone's security settings.

Add this Web site to the zone:

I https: /{dhs.oregon.gov /|

Web sites;

https:/fapps. state.or.us j Remove |
-

https:/fapps.dhs.state.or.us
https:/fcore.hr.state.or.us

https: /fdhslearn.hr.state.or.us

https: /fe-authenticate.iam.state.or.us
httos:/forca.hr.state. or.us _I

™ Require server verification (https:) for all sites in this zone

QK | Cancel |

4. Click the OK button to close the “Trusted sites” pop-up window. (In Internet Explorer 7,
this button says “Close”).

Trusted sites x|

A ¥ou can add and remove websites Fram this zone, &l websites in
a‘f khis zone will use the zone's security setkings.,

Add this website to the zone:
[ Add

Websites:

hitkp:/ sy, oregon, goy j Remave |

htkps: /fapps.dhs, skake.or,us

htkps: [fapps.state, or.us

https: ffcore.hr,stake,or us

https: /fdhs.oregon.goy LI

| N Y SR [ O | IS [P, S B S

[ Require server verification (https:) for all sites in this zone

5. Click the OK button to close the “Internet Options” pop-up window.
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First Access - the URL
The URL to use is https://dhs.oregon.gov/Citrix/XenApp/auth/login.aspx

The security portal page will be presented. Click the “I agree” button to continue:

'; Citrix XenApp - Oregon Department of Human Services - Microsoft Internet Explorer

| File. Edit View Favorites Tools Help

J ¢ > T 2] . ' : &

Back Fotiard Stop Refresh Home Search Favorites History

] Address |&E_"E https: f{dhs.oregon.gov Citrix/XenApp/auth/preLoginMessage, aspx

Oregon Department of Human Services

By dlicking the I agree button, you state that you are authorized to access this system, Use of Oregon Department of
Human Services systems are monitored and logged. Individuals using this computer system without authority or in excess
of their autharity are subject to being prosecuted under QRS 164,377, Titde 18 USC 2511 and,far any other applicable
ctate or federal law.

For DHS Employees:

By dicking the I agree button, you also state that you have read, followed and filled out all applicable forms located
here:

Policy: http:/fwww.dhs. state.or.us/policy /admin/hr /060 026, pdf

Procedures: hito: {fwww.dhs.state.or.us/oolicy fadmin/r 060 026 01.pdf

Call (503} 945-5623 for additional assistance,
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The new Citrix (Active Directory) logon screen will be presented:

; Citrix XenApp - Logon - Microsoft Internet Explorer

| Eile Edit ‘\iew Favorites Tools Help

‘ Q . & NE 2l . & =

Ba Farard top Refresh Home Search Favarites Histary Mail

J Address !é_'} https: /fdhs.oregon. gov/Citrix XenApp/authlogin. aspx

egon Department of Human Services

Remote Access Portal

Enter the Active Directory logon ID and password. The administrative setup will provide each user
with a temporary password which the website will require to be changed upon initial
authentication.

'; Citrix XenApp - Change Password - Microsoft Internet Explorer

| File Edit Wew Favorites Tools Help

l O . © . = E AR () &

Back Forward Stop Refresh Home Search Favorites Histt-:nry

I Address !;Bj https: ffdhs.oregon.gov /Citrix/XenAppfauth/changepassword. aspx

Consult your help desk or corporate policy to learn about your company's password quidelines.

Old password: [sessnnnse
Mew password: [sessssen
Confirm password: [sesssans

Ok [ I Cancel
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Setting the new password: DHS Policy
The password policy for the DHS domain is the following:

¢ Minimum of 8 characters

¢ Must contain 1 number

¢ Must contain 1 capital letter

e Cannot repeat the last 5 passwords

» Expires in 90 days

’a Citrioc XenApp - Change Password - Microsoft Internet Explorer

| File Edit Mew Favorites Tools Help

. . n

O . © . [« 2 ) e ¢ &)

Back Forwand Stop Refresh Home Search Favorites History M

I Address I@j https: /fdhs, oregon.gov [Citrix/XenApp/site /changepassword . aspx

%+ Change Password

Your password has been changed.
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Desktop Client Detection and the ActiveX Web Pluglin

The site runs a client detection process that may present you with the option to download and
install a new Citrix ICA file if it does not detect on your machine, or if the one it finds is an older
version. If it prompts, the user should download and install the client by selecting the license
agreement confirmation checkbox and clicking the Download button:

'3 Citrix XenApp - Upgrade Client Software - Microsoft Internet Explorer
| Eile Edit Wiew Favorites Tools Help

‘ e . o . N &l : & ‘

Back Forward Stop Refresh Home ‘ Search Favarites Histary

] Address L&:F https: /{dhs.oregon.gov/Citrix/XenApp/dientDe tectionfupgradeMative. aspx

Upgrade Chent Software
A newer version of the preferred dient is available. Click Download to upgrade.

v By zelecting the check box, you confirm that you have read, understand, and accept the Citrix licenze agreement,

L Download

n
\'} Clicking Download will upgrade software installed on your computer, More information on security...

The next dialog gives the user a choice to Run or Save the ActiveX Web PlugIn (.msi) file. Since no
practical use is gained from saving a local copy of the file, the Run option is recommended:

| : £ =
Search Favorites History Mail

Back Forvard Stop Refresh Home

] Address L@ https://dhs.oregon.gov/Citrix/XenApp/dientDetection/nativeClientDownloaded . aspx?Upgrade =True

.>.<.I

Do you want to run or save this file?

Allow ActiveX Control

If the Internet Explorer Information Bar appears

€ Citrix Xenfpp - Allow ActiveX Control - .ﬂ'ﬂl hame: XenApplieb.msi
Type: Windows Installer Package, 5.92 MB

- bt/ .d
@u |® BeAe = EINa M O From: dhs.oregon.gov

i S| @ Citrix XenApp - Allow Ad

Bun Save

Q This website wants te run the followin:

'- Wi'hile files from the Intemet can be useful, this file type can
o potentially ham your computer. i you do not trust the source, do not
un or save this software. What's the rsk?

\:'}‘J Allowing the ActiveX control will enable the Citrix plug-n to run on your computer. More information on security. ..
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The installer provides graphical progress feedback while it runs:

(€] = | - =] B 2 £ -

L 1.7 # .
Back Frrward Stop Refresh Home | Search Favorites History Mail

Ji Address ]Ej https: /{dhs.oregon. gov/CitrixXenApp dientDetection/nativeClientDownloaded . aspx ?Upgrade=True

i Citrix XenApp Web Plugin

Allow ActiveX Control Installation Progress

If the Internet Explarer Information Bar appea

Installing Citrix ¥enApp Web Plugin. Please wait. ..

& Citrix XenApp - Allow ActiveX Contre

@ http://servername,dc

— | T T T T
7 d}: @ Citrix XenApp - Allow Active Estimated time left 1sec {3.03 MB of 5.92 MB copied)
Download to: Temporary Folder

ﬂ' This wehsite wants to run the following a8 Transfer rate: 2,96 ME/Se
W Close this dialog box when ddwnload completes:

Hper | I'J::ﬁl&c.lrjf:;l Cancel I

‘\I:I-; Allowing the ActiveX contral will enable the Citrix plug-in to run on your computer. Mere information on security. ..

After installation is completed, click the Close button.

i e e

Dyeieppte Sl bon bl

" B:g( . & ~ =« 2] '

orard Stop Refresh Home Search Favorites

Preferences «

Logged on as: P1001039

Applications i;ﬁ Citrix XenApp Web Plugin

Inztallation completed successfully.
Main

FamilyMet
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Citrix Application Menu Window

Once successfully logged on, the user should see a Citrix window containing icons for his/her
authorized FamilyNet applications and environments similar to this one.

’3 Citrix XenApp - Applications - Microsoft Internet Explorer

‘ File Edit \iew Favaorites Tools Help

Jﬁ,_;-_.ﬂlﬂ:

Back Forlard Stop Refresh Home

] Address |@ https: f/dhs.oregon. gov /Citrix XenApp/site /default. aspx?MFuse_Current

Logged on as: P1001039

Applications

Main

Familyhet
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Citrix Application Launch
A single click on the application icon will launch it:

e ""Jl-l-m 1'_5—

o T

Back For Stop Refresh Home Search Favaorites History Mai

‘ | Qo . T B . ; =
I

Address !«E_Er https: f{dhs.oregon. gu:ﬁrfCltrlx fenApp)site fdefault. aspx?MFuse_CurrentViewStyle=Icons

P T T T LT —
_""'" sges & | Preferences ~

Logged on as: P1001039

Applications

Starting FamilyMNet
-
Main »
L CITRIX

Loading vour personal settings. .,
Familyfet
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Citrix ICA Client File Security Dialog

Upon initial access, Citrix performs local drive mapping that the FamilyNet application depends
upon to work correctly. It is very important to select “Full Access” and “Never ask me again” to
preserve the correct settings:

x|
2 L
L CIiTRIX

A server application iz requesting access ko pour
local client files,

—*hat access do pou want to grant?
" Modcoess

" RBead fccess
= Full Access

— Do pou want to be asked again?
{ Always ask me

i~ Mever sk me again for this site

s I Cancel
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FamilyNet Application Security
The familiar FamilyNet security logon window should appear:

Elcome To FamilyNek

STATE OF OREcoN

User ID: 1001039

F‘asswurd:l

Change Paszword | (] I Cancel

As in this case, it may be pre-populated with the user’s Active Directory logon ID. Simply clear that
out and log on with the user’s existing FamilyNet ID and password:

B . |

STATE OF OREGoN

Liser ID:IjasI:rue

Password: I- . -----l

FamilyNet

2003-03-03 Change Pazsword | | K, L’\,?I Cancel |

I —

At this point, the user should be able to use his/her FamilyNet applications as before.
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New Desktop Icon

A new desktop icon and path have been developed to ease the way for FamilyNet users and are easy
to self-install.

In the browser, locate the following URL (or just click on it below):
https://apps.dhs.state.or.us/familynet-app/

Obtain Desktop Icon
Right-button click on the second link as shown and select “Save Target As...”:

_| Address |@ https: (fapps.dhs.state.or .us/famiynet-app/

FAMILYNET
NDHS

wepon department
 NLETIN SEervices

Download XenAppWeb.msi .
Download FamilyNet Web Access Icon
Do o icomss milyNet Web Access Shortcut

Print Target [!

— pad Sybase Open Client

Copy Shortcut

Easte

siwenentss.. | the ST9410 Printer driver
Properties
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Save the icon to C: as shown:

21
- ~C 5 01 m
) 3e47bdR9326be42d 1fa2do7c081df5 [y QUARANTINE
_jDate+ JRECYCLER.
Documents and Settings ICiSvbase
Downloads 1 5ystem Volume Information
|f'| Drivers iE]Temp
ExecSoft ICrWebEx
FACIS l[i'lWINDDWS
hostexpl Iy Zenworks
iGrafx2007
MS0Cache
IC5iMy webEx Documents
JMNALCache
CANDPS
ENOM’ELL
Program Files
File name: |Dnnr.iu:u

L Lo
4

Save as bype: |Iv:r:|r1

Click close on the pop-up showing the icon has been saved.

Obtain Desktop Shortcut
Left-button click on the third link as shown:

|J Address |§j hittps://apps. dhs state,or us/familynet-app/

FAMILYNET
NDHS

oregon department
ol tiaman services

Download XenAppWeb.msi _
Download FamilyNet Web Access Icon
%ownload FamilyNet Web Access Shortcut

I:\WIC\Application SUPPORT\New Citrix Farm\FamilyNet Application Access.doc
4/13/09 Page 23 of 27



Oregon DHS- OISPH FamilyNet Application Access

Select “Save” on the following dialog:

File Download - Security Warning x|

Do you want to open or save this file?

Ej Mame: FamilyMet Web Access,url
Type: Internet Shortcut, 142 bytes

From: apps.dhs.state.or.us

Open | Em%

While files from the Intemet can be useful, this file type can

potentially harm your computer. i you do not trust the source, do not
open or save this software. What s the risk?

Select the link to the Desktop:

21x|
Savein: |@Desktnp j (& ? i

My Documents

'_'ﬂ My Computer

. My Metwork Places

Less Useful Desktop Links

QISPH Status Reporting
@Familyr\let Citrix Farm Uparade Project
) Manual 2008

E—f_-‘fl"n.MISTTEd"mnlngy IUpgrade Project

File name: FEln'Ii|"r'-lEt WWeb Access.ur j 5 .

Savesstipe:  |[intemet Shotcut = Ll

el
7

Click close on the pop-up showing the icon has been sent to the desktop.
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Verify presence of the FamilyNet Web Access icon on the Desktop and use it for access to
FamilyNet:

Citrix XenApp - Logaon
https: /fdhs. aregon.gov/CitrixfXenAppfauth login. aspx

Old Desktop Icon Cleanup

The installation process leaves an icon on the user’s desktop that cannot be used to access
FamilyNet. Locate it on the Desktop and delete it (select, then Right-button click) to avoid future
confusion:

Open

M MetWare Copy...

Open With

B Scan for threats...

Send To

Cut
Copy

Create Shortout

Rename !

Properties
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Appendix B — Troubleshooting/FAQ

Citrix Client Alternate Path

If the user has successfully logged on, but skipped past the installation of the new client, the
detection agent places a message in the user’s queue, an indicator appears on the Messages tab,
and the user can click on the link for a recovery path to installing the updated client file:

’3 Citrix XenApp - Messages - Microsoft Internet Explorer

| File Edit \iew Favaorites Tools Help

‘ Q@ . 2 . =] .

Back Forlard Stop Refresh Home Search Favorites Hish

I Address |«Ej https: f/dhs.oregon. gow/Citrix KenApp/site /messageSoreen. aspx

** Messages

Showing 1 message(s)

) Information

An enhanced version of the dient saftware that allows you to access your published resources is available.
Click here to obtain the dient SDFP!-.'EI'%

Citrix Time Out Settings

One note about the additional layer in the new approach: the Citrix applications web page has
timeout settings on it, and after a period of inactivity on the web page, it may tell the user it has
logged him/her out. Once a connection has been made to FamilyNet application(s), the Citrix
applications web page is not necessary to sustain that connection. It is only if a user gets out or is
involuntarily disconnected that he/she needs to use the Citrix applications web page to reconnect.
The new version has an enhanced feature that will attempt to reestablish a user’s application if
service is interrupted and he/she logs back in.
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Updating this document

Appropriate support team member(s) may maintain this document and/or assign it to ensure that
it remains substantially factually correct.
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